Online Safety and Digital Citizenship 2

Most classes thought
about who we can go
to for help if something
online makes us feel
worried, scared, unsure
or upset.

Internet

Children in KS2 took part in workshops run by
BigFoot and the CLC. They explored themes around
keeping your personal information private, cyber
safety, cyber bullying.

KS1 attended an assembly with
the CLC, thinking about online
gaming, and what it is safe to
share online.

CLICK CEOP
Internet Safety

Day Year 5 and 6 used CyberPass to
think about how best to navigate
the online world safely.

Ask me how
| can stay
safe online.
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KS1 read Digiduck’s Magic Castle. In the story, Digiduck and his
friends were playing online when some pop-ups came onto the

screen. We learnt that when this happens it is important to ask
for help.
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Reception, Year 1 and Year 2
thought about the importance of
not sharing personal information
LS % with others online. Year 1 and 2
' 0o | decided  which  information
j | should be kept private, and

Reception created avatars and
! username
| - = usernames that they could share

instead.
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Year 3 and 4 used Captain Kara or Play,
Lie, Share to learn about being safe online




Useful Websites

Top tips for keeping safe online

« ceop.police.uk/safety-centre
« thinkuknow.co.uk
« childline.org.uk

« nspcc.org.uk

« sdaferinternet.org.uk
« parentzone.org.uk

« parentsafe.lgfl.net

» nationalonlinesafety.com/guides
L

+ internetmatters.org

« childnet.com .

Workshops and Assemblies

Children tn KS2 took part tn workshops run
by Bigfoot and the CLC. They explored
themes around keeping your personal
information private, cyber safety, cyber
bullying.

KS1 attended an assembly with the CLC,

thinking about online gaming, and what
it s safe to share online.

The people you meet online are strangers
and may not always be who they say
they are.

Keep your personal information private.
Information like your full name, age,
address, date of birth and school are not
things that should be shared with others
online.

Be polite and considerate online. You
wouldn't say something unkind to
someone In person, so don't do it online
either.

If you feel uncomjortable about
anything while you are online or get
‘butterflies in your tummuy’, tell an adult.

Talk to your child about thewr favourite
websites, apps and games.

Check privacy settings on sharing sites
like Facebook, TikTok, YouTube and
Instagram.

Find out about parental controls your
service provider might offer.

Decide on screen time limits fogether as
a family.
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All online safety is taught in conjunction with
reqular, ongoing PHSE work, and safety reminders




What is a Digital Citizen?

A citizen is a person that lives in or belongs to a
country or city. Good citizens take part in the
everyday activities of the community they
belong to, and follow the laws or rules that are
in place.

A digital citizen is someone who belongs to
something online. A digital citizen might use
things such as email, text or picture messaging,
a game, or social media.

Good digital citizens are careful with what they
do and say online. They know how to deal with
unkind messages, and use sites, apps and
programs that are age-appropriate.

A bad digital citizen doesn't always think about
what they send to other people. They may say
or do things that can be offensive and don't
follow the rules of whatever community they are
interacting with.

BLOCK N~
Report

Article 13
Every child must be free to say what they think and
to seek and receive all kinds of information, as long
as it is within the law.

Article 16

Every child has the right to privacy. The law should
protect the child’s private, family and home life.
Article 17

Every child has the right to
reliable information from the
media.  This should  be
information that children can
understand. Governments must
help protect children from
materials that could harm them.

Online Safety and Digital Citizenship

What activities did the classes take part in during
Online Safety Day?

Reception
Reception enjoyed learning about what is means to be
online. They looked at different devices and thought about
which adults can help them play online and use
technology safely. They read Digiduck's Magic Castle, and
learnt that when things pop up in games it is important
to ask for help. With the help of Jessie and Friends they
learnt about what to do when things
online make them feel scared or worried.
They even learnt a song to help them
remember!
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Year 1
Year 1 read DigiDuck and watched Jessie and friends. They
focused on keeping personal information private, who to
go to if you feel worried or upset, and that it is not ok to
share photos of others without their permission.

Year 2
Year 2 read DigiDuck and created a Py

potion, including ingredients you need to 3*'-““
behave well online. They also learnt
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about personal information that should : r

be kept private, and that they should ask ‘

an adult before using a device. -

Year 3 watched a series of cartoons called Play, Like,
Share. The children explored how knowing someone online
differs to knowing them in real life and learnt ways to
protect themselves from the risks they might encounter
when communicating online.

They also explored the effects of ﬁ
spending too much time online g- = =
and strategies to balance the |

time they spend on screen with n
other activities.
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Year 4 learnt about age restrictions on apps, game
and films. They discussed why these are important
and necessary to keep children safe. They found out
that many apps require you to be at least 13 years old
to create an account, and that companies no longer
have to seek parental permission to collect data from
children. They also learnt how to respond
appropriately to people they don't know online and
how to be SMART (Safe, Meeting Up, Accept, Reliable,
Tell).

Year 5

Year 5 have been learning that not all sources of
information online are trustworthy. They thought
about clues to help them tell if things they are looking
at online can be trusted; for example, thinking about
who wrote the source of information and considering
what else they have created. They also learnt that not
everyone who attempts to message online has good
intentions and motives. They discussed times it is safe
to click on links and answer messages from others
and times it is not. They also thought about how to
model respectful, courteous relationships online and
learnt about what happens to photos they share
online.

Year 6

Year 6 have been learning about boundaries and
privacy (including consent). They have learnt about
privacy settings and keeping personal information
private, including what information they would or
wouldn't share with people they do not know offline.
Year 6 learnt also about their digital footprint and
how this is a record of online activities; they learnt
how the things they say online could upset others,
and about what clues to look out for to determine if
a website or information online is trustworthy.
Linking with our PSHE learning, they learnt about the
positive uses of social media and the potential
negative impacts it can have on positive wellbeing.



